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New Book ***** Print on Demand *****.Twenty-first century criminals increasingly rely on the Internet and
advanced technologies to further their criminal operations. These criminals can easily leverage the Internet to
carry out traditional crimes such as distributing illicit drugs and sex traIicking. In addition, they exploit the
digital world to facilitate crimes that are oJen technology driven, including identity theJ, payment card fraud,
and intellectual property theJ. Cybercrimes have economic, public health, and national security implications,
among others. For over three decades, Congress has been concerned about cybercrime and its related threats.
Today, these concerns oJen arise among a larger discussion surrounding the federal government s role in
ensuring U.S. cyber security. Conceptualizing cybercrime involves a number of key elements and questions that
include where do the criminal acts exist in the real and digital worlds (and what technologies are involved in
carrying out the crimes), why are malicious activities initiated, and who is involved in carrying out the
malicious acts? The U.S. government does not appear to have an oIicial definition of cybercrime that
distinguishes it from crimes committed in what is considered the real world. Similarly, there is not a definition
of cybercrime that distinguishes it from other forms of cyber threats, and the term is oJen used
interchangeably with other Internet- or technology-linked malicious acts. Federal law enforcement agencies
oJen define cybercrime based on their jurisdiction and the crimes they are charged with investigating. And, just
as there is no overarching definition for cybercrime, there is no single agency that has been designated as the
lead investigative agency for combating cybercrime. The United States does not have a national strategy
exclusively focused on combating cybercrime. Rather, there are other, broader strategies...
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